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1.1

1.2

1.3

14

1.5

1.0 INTRODUCTIONS & DEFINITIONS

Introduction

This Code of Practice shall apply to the closed cir@ldvision surveillance scheme known
as The Rugby BID Company C.C.T.V. scheme. The scheitmgly comprises of cameras
located in specific external and internal locationshiwvithe Council area, with control,
monitoring and recording facilities at a dedicated locatid problem orientated process
was utilised to assess the appropriateness of CCTVeanRLgby BID Company area. The
cameras have therefore been sited to capture imageslenfifiable individuals or
information relating to individuals which are relevaotthe purposes for which the scheme
has been established.

Ownership

The scheme is owned by The Rugby BID Company who i®#ta Controller responsible
for the management, administration andrig®f the system. The Rugby BID Company
will ensure the protection of individualslahe public by complying with the Codes of
Practice.

Closed Circuit Television Mission Statemén

To promote public confidence by developing a safe aodrasesnvironment for the benefit of
those employed, visiting or using the facilities of taeea covered by The Rugby BID
Company CCTV system. The Rugby BID Company is comhitte the recommendations
contained in the Information Commissioners CCTV Code attiee which can be found on
the following website: www.ico.gov.uk.

Codes of Practice Mission Statement

To inspire public confidence by ensuring that alllipudrea Closed Circuit Television (CCTV)
systems which are linked to the CCTV Control and MonitpRoom are operated in a manner
that will secure their consistent effectiveness @nelserve the civil liberty of law abiding
citizens at all times.

Definitions

1.5.1 The CCTV control and monitoring room shall mean the secure area of a building
where CCTV is monitored and where data is retrieemdlysed and processed. It is
also the location where calls may be received fromp'H&bints’ and from where
warning can be made via public address systenw;iates] with the cameras.

1.5.2 CCTV schemeshall mean the totality of the arrangements for clasedit television
in the locality and is not limited to the technologisgstem, staff and operational
procedures.

1.5.3 The retrieval systemmeans the capability, in any medium, of effectivelgtaring
data that can be retrieved, viewed or processed.
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154 CCTV system means the surveillance items comprising cameras amstciated
equipment for monitoring, transmission and controllingppses, for use in a defined
zone.

1.5.5 The distributed systemmeans any subsystem, any part of which may be linked
temporarily or permanently for remote monitoring witthe CCTV system.

1.5.8 Data shall mean all information, including that about a perin the form of
pictures, and any other associated linked or processechation.

1.5.9 Personal Datameans data which relates to a living individual who lmamdentified:
a) from that data or
b) from that data and other information which ishe possession of or is likely to
come into the possession of, the data controller.

1.5.10 Sensitive personal datais personal data which is deemed to be sensitive. The
most significant of these, for the purposes of this @danformation about:-

* The commission or alleged commission of any offences
* Any proceedings for any offence committed or allegedaeetbeen committed, the
disposal of such proceedings or the sentence of anyio@uth proceedings.

1.5.11 An incident is an activity that raises cause for concern thatsafety or security of
an individual or property including vehicles that may bengmmised or that an
offence has been, is being or is about to be, coemitbr that an occurrence has
taken place warranting specific action by an operator.

1.5.12 The owneris The Rugby BID Company, the organisation with oveesponsibility
for the formulation and implementation of policies, pugssnd control of the
scheme.

1.5.13 The manager (The Rugby BID Company) has the responsibility for the
implementation of the policies, purposes and methodsrdfaof a CCTV scheme,
as defined by the owner of the scheme. The managi#edacheme is a designated
employee of The Rugby BID Company.

1.5.14 Data controller means a person who (either alone or jointly or ammmon
with other persons) determines the purposes for wimdhtlee manner in which any
personal data are, or are about to be processed. TheODatroller for the CCTV
schemes is The Rugby BID Company.

1.5.14 Operators are employees of The Rugby BID Company and are spdygifica
designated to carry out the physical operation of cdimgathe CCTV system and
the data generated. All operators are screened, trantkticansed to the standards
required in the Private security Industry Act 2001
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1.5.16 Recording material means any medium that has the capacity to store data
and from which data can later be recalled irrespeofivine.

1.5.17 A hard copy print is a paper copy of a live image or images, whicladyre exist on
recorded material.

1.6 System description

1.6.1 The Closed Circuit Television system referrechtthis document has been introduced
into The Rugby BID Company area. Whilst the scheme®waned by The Rugby BID
Company and operated by The Rugby BID Company staffmplementation and/or
expansion is supported by the following bodies (thepes}

1 Warwickshire Police

3 Rugby Borough Councll

4 Local Management forums
5 Local Businesses

The owner, operator and all partners will work in adanmce with these and the Information
Commissioner’'s Codes. The partners will have no iremknt in the operating of the
system with the exception of the Police and authorsettrained personnel of The Rugby
BID Company.

1.6.2 This Code of Practice shall apply to the closeulicitelevision surveillance systems
known as The Rugby BID Company CCTV schemes.

1.6.3 The system consists of static and fully functidpah, tiit and zoom) cameras and
either a fibre optic or other transmission systencivisends pictures to The Rugby
BID Company control, monitoring and recording facility.

1.6.4 Images from all cameras are recorded simultanetbuslyghout 24 hour period 365
days each year.

1.6.5 There is also a dedicated CCTV transmission linRdiae control rooms operating
within the areas of CCTV coverage where live pictames events can be monitored.

1.6.6 High quality cameras both fully functional with pé&i,and zoom and static are in
use.

1.6.7 The physical and intellectual rights in relatioraby and all material recorded within

The Rugby BID Company Control and Monitoring facilityarat all times remain
in the ownership of The Rugby BID Company
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2.0 CHANGES TO THE CODE OF PRACTICE

2.1  Any major changes to this Code of Practice will tdkegoonly after consultation with
the relevant management group and upon agreementl @frganisations with a
participatory role in the operation of the system.

2.1.1 Major changes to this code are defined as changels affact its fundamental
principles and shall be deemed to include:

* additions and omissions of cameras to the system (Taesenly be undertaken with
the express agreement of the Home Office — at leasité first 5 years of the scheme)

* matters which have privacy implications

» additions to permitted uses criteria e.g. purposdseatheme

» changes in the right of access to personal data, testedgtory requirements

* significant legal implications.

2.1.2 Minor changes to this Code of Practice are defined @stipnal and  procedural
matters which do not affect the fundawdgarinciples and purposes; these include:

* additions and omissions of contractors

* additional clarifications, explanations and correctiorhe existing code

* additions to the code of practice in order to conform to rdgpirements of any
statutory Acts and changes in criminal legislation
A minor change may be agreed between the managi¢he owner of the system.

The Code of Practice will be subject to annual vewvinich will include compliance
with the relevant legislation and Standards.

2.2 Supplementary Documentation
The Code of Practice will be supplemented by theviolg documents:
CCTV Operations Procedural Manual
Operators Equipment manual
Each document contains instructions and guidance toeetisat the objectives and principles set out in

this Code of Practice are achieved. These documelitbenrestricted to the partners and staff
members only.
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3.1

3.2

3.0 OBJECTIVES OF THE CCTV SCHEME & CODE OF PRACTI CE

Purpose of and Compliance with the Code of Practice

3.11

3.1.2

3.1.3

3.1.4

This Code of Practice is to detail the mamagg administration and operation of the
closed circuit television (CCTV) systenThe Rugby BID Company area and the
associated Control and Monitoring Facility.

The Code of Practice has a dual purpose, in thall dssist owners, management
and operators to understand their legal and moral obligatihilst reassuring the
public about the safeguards contained within it.

The owners, CCTV Operators and users of the CC3Mmg and associated safety
and security equipment connected to the Control, Mongoand Recording facility
shall be required to give a formal undertaking that thdlycamply with this Code
of Practice and act in good faith with regard to thechasnciples contained within
it.

The owners, CCTV Operators, users and any visaaise Control, monitoring and
recording facility will be required to sign a formal cidehtiality declaration that
they will treat any viewed and/or written material l@sng strictly confidential and
that they undertake not to divulge it to any other person.

Objectives of the scheme

3.21

The following objectives have been establishedTfe Rugby BID Company CCTV
and associated systems:

(@ reducing the fear of crime
(b) deterring and preventing crime

(c) assisting in the maintenance of public orddrraducing offences involving
vandalism and nuisance

(d) providing high quality evidence whichyrassist in the detection of
crime and the apprehension and prosecution of offenders

(e) protecting property
)] providing assistance with civil claims
(9) providing assistance with issues relating toipshfiety and health

(h) providing assistance and reassurance to the frubimergency situations

2" APRIL 2008 Page 8
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4.0 FUNDAMENTAL PRINCIPLES & POLICIES

4.1 Rights of Privacy

4.1.2 The Rugby BID Company and partnsupport the individual's right to privacy and
will insist that all agencies involved in the prowisiand use of Public surveillance
CCTV systems connected to the control, monitoring andrdexy facility accept this
fundamental principle as being paramount.

4.2  Principles of management of the scheme

4.2.1 Prior to the installation of cameras an ‘Impasge&sment’ to determine whether
CCTV is justified and how it will be operated i undertaken in compliance with
the Information Commissioners CCTV Code of Practice

4.2.2 The cameras have been sited to capture imagesaxbioklevant to the specified
purposes for which the scheme has been established.

4.2.3 Cameras will be sited to ensure that they can prachages of the right quality,
taking into account technical and environmental issues

4.2.4 To accomplish the above an ‘Operational Requiremghbe completed at the time
of the ‘Impact Assessment’ for each proposed camedatate the quality of images
required. This is a recommendation of the informaGommissioner.

4.2.5 Help Points are to be used in conjunction with éimecas. The audio
communications incorporated in the help points araiat by those requiring
assistance and can not be used to record convesshdbmeen members of the
public

4.2.6 If wireless transmission systems are used to ao@€TV equipment, sufficient
safeguards will be in place to protect them from beiteyaepted.

4.2.7 The scheme will be operated fairly, within aipplicable law and only for the purposes
for which it is established or which are subsequejteed in accordance with the
Code of Practice.

4.2.8 Operators are aware of the purpose(s) for winichaheme has been established and
that the CCTV equipment is only used to achievadiwtified purposes.

4.2.9 The scheme will be operated with due regarthéoprivacy of the individual.
4.2.10 Before cameras are placed in residentiad #heaesidents in that area will be
consulted concerning the proposed system. The resthis consultation will be taken

into account

4.2.11 The public interest in the operation of thesehwill be recognised by ensuring the
2" APRIL 2008 Page 9
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security and integrity of operational procedures.

4.2.12 The system will only be operated by trainetaanhorised personnel.

4.3  Policy of the Scheme and Sighage

43.1

4.3.2

Signage

The scheme aims to provide surveillance of the pubdiasawithin designated areas
of Rugby in order to fulfill the stated purposes of theegudr The area protected by
CCTV will be indicated by the presence of signs. Theswill be placed so that the
public are aware that they are entering a zone wisicbovered by surveillance
equipment. The signs will state the organisation resplengr the scheme, the
purposes of the scheme and a contact telephone numbarwillanot be held for
longer than necessary and disposal of informatiorbeillegulated.

Help Points

Help Points are installed in strategic locations witRugby Town Centre. The Help
Points are two way audio feeds covered by CCTV canamsan be activated by a
person requiring assistance they should be used predomimagthergency

situations. The Help points will be monitored by theT®™&ystem and

conversations with the CCTV control centre willleeorded. Procedures adopted for
the use of the Help points will adhere to the requiredlitgn. Where audio
recording is undertaken the signage mentioned in 4.3.1 vkit rtas clear.

4.4 Point of contact

Should the public wish to make contact with the ownersthe scheme they
may write to:

The CCTV System Manager,

The Rugby BID Company Ltd

PO BOX 4481

Rugby

Cv21 9DU

The contact point will be available to members ef plublic during office hours.
Enquirers will be provided with the relevant documeatati

4.5 Release of information to the public

Information will be released to third parties, iterdisa Section 8 who can show
legitimate reasons for access. They will be requiceckguest any information with
reasons in writing and identify themselves. Inforomatwill only be released if the
data captures identifiable individuals or information tie¢a to individuals and the
reasons are deemed acceptable, the request and relaasenadtion complies with

current legislation and on condition that the inforomatis not used for any other
purpose than that specified.
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4.6

4.7

Individuals may request to view information concerningntbelves held on record
in accordance with the Data Protection Act 1998. The quloe is outlined in
Section 8.9 of this Code of Practice.

Release of information to statutory prosecuting bodies

The policy is to assist statutory prosecuting bodies ascine Police, and statutory
authorities with powers to prosecute and faciltate kwitimate use of the
information derived from the scheme. Statutory bodwmy have access to
information permitted for disclosure on application te ttwner of the scheme or the
manager, provided the reasons and statement of purposed adgth the objectives
of the scheme and conditions outlined in section 8.Ce ifflormation will be treated
as evidential exhibits.

Annual policy review

There will be an annual policy review covering tblofving aspects:

a)
b)
C)
d)
e)
f)
9)

whether the purpose and objectives statsmemain valid
change in extent of the scheme

contracts with suppliers

a review of the data protection or legal requirements
maintenance schedule and performance test of ttersys
scheme evaluation findings

complaints procedure and evaluation

2" APRIL 2008 Page 11
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5.0 DATA PROTECION ACT AND OTHER LEGISLATION

5.1 The scheme is registered with the Data Protection Missioner. The scheme will be
managed in accordance with the principles of the Dats#eBion Act 1998. The Act
encompasses eight Data Protection Principles a sunaheuyich follows:

First Data Protection Principle

“Personal Data shall be processed fairly and lawfully m particular, shall not be
processed unless :

a) At least one of the conditions in schedule 2 isanelt
b) In the case of sensitive Personal Data, at least of the conditions in
schedule 3 is also met”

The above conditions are covered in the purposes fochwthie scheme was
installed.

The definition of Personal Data and Sensitive Petddata can be found in Section
one of these codes.

Second Data Protection Principle
“Personal Data shall be obtained only for one orargpecified and lawful purposes,
and shall not be further processed in any manner inddsigpavith that purpose or
those purposes”.

Third Data Protection Principle

“Personal Data shall be adequate, relevant and notssxeein relation to the
purpose or purposes for which they are processed”.

The Fourth Data Protection Principle
“Personal Data shall be accurate and, where nece&satyup to date”.
The Fifth Protection Principle

“Personal Data processed for any purpose or purposeqshdle kept for longer
than necessary for that purpose or those purposes”.

The Sixth Data Protection Principle
“Personal data shall be processed in accordance withgitts of data subjects under

this Act”.
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The Seventh Data Protection Principle

“Appropriate technical and organisational measures shall taken against
unauthorised or unlawful processing of personal data andsagaioidental loss or
destruction of, or damage to, personal data”.

The Eighth Data Protection Principle

“Personal data shall not be transferred to a coumttgroitory outside the European
Economic Area unless that country or territory ensumed adequate level of
protection for the rights and freedoms of data subjeatslation to the processing of
personal data”.

5.2 Human Rights Act 1998

Where the system will be operated by or on behadf pidiblic authority, the authority
will also need to consider wider human rights issuesrapdrticular the

implications of the European Convention on Human Rightscle 8 (the right to
respect for private and family life). This will include:

Is the proposed system established on a proper legabbasisperated in
accordance with the law?

Is it necessary to address a pressing need, such asgadidtig crime
prevention or

national security?

Is it justified in the circumstances?

Is it proportionate to the problem that it is designedeal with?

If this is not the case then it would not be approptiatese CCTV.
5.3 Criminal Procedures and Investigations Act 1996

The Criminal Procedures and Investigations Act 1996 catoeeifiect in April 1997 and
introduced a statutory framework for the disclosure tordizfiets of material which the
prosecution would not intend to use in the prosecutiotsafwn case (known as unused
material) but disclosure of unused material under the poosif this Act should not be
confused with the obligations placed on the data coetrdly Section 7 of the Data
Protection Act 1998, (known as subject access).

54 Freedom of Information Act 2000

If a request for images is received via a FOIA applicatiad the person requesting is the
subject, these will be exempt from the FOIA and w#l Oealt with under The Data
Protection Principles.

Any other requests not involving identification of indivals can be disclosed but only if it
does not breach the data protection principles.
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55 Regulation of Investigatory Powers Act 2000

Introduction

The Regulation of Investigatory Powers Act 2000 came fmtee on 3 October 2000. It
places a requirement on public authorities listed in ScheduPart 1 of the act to authorise
certain types of covert surveillance during planned iny&sons.

Background

General observation forms part of the duties of mamy énforcement officers and other
public bodies. Police officers will be on patrol at tloal grounds and other venues
monitoring the crowd to maintain public safety and préewdisorder. Officers may also
target a crime "hot spot” in order to identify and arnaffenders committing crime at that
location. Trading standards or HM Customs & Excise @fficmight covertly observe and
then visit a shop as part of their enforcement functw verify the supply or level of supply
of goods or services that may be liable to a re&tniadr tax. Such observation may involve
the use of equipment to merely reinforce normal sengergeption, such as binoculars, or
the use of cameras, where this doesimailve systematic surveillance of an individual It
forms a part of the everyday functions of law enforeeior other public bodies. This low-
level activity will not usually be regulated under the sows of the 2000 Act.

Neither do the provisions of the Act cover the nornealeryday use obvert CCTV
surveillance systems. Members of the public are athatesuch systems are in use, for their
own protection, and to prevent crimdowever, it had not been envisaged how much the
Act would impact on specific, targeted use of public/priv@@TV systems by ‘relevant
Public Authorities’ covered in Schedule 1: Partl of thé, Aden used during their planned
investigations.

The consequences of not obtaining an authorisation tinddPart may be, where there is an
interference by a public authority with Article 8 rigl{tsvasion of privacy), and there is no

other source of authority, that the action is unlavafplvirtue of section 6 of the Human

Rights Act 1998 (Right to fair trial) and the evidence wiatéh could be excluded in court

under Section 78 Police & Criminal Evidence Act 1984.

The Act is divided into five parts. Part Il is the re&lat part of the act for CCTV. It creates a
system of authorisations for various types of covertedllance. The types of activity

covered are "intrusive surveillance" and "directed suavee". Both types of surveillance

if part of a pre-planned operation will require authoresafrom specified persons named in
the Act. In addition, the reasons for such surveillameest be clearly indicated and fall
within the criteria outlined by this legislation. A mexdure is in place for regular reviews to
be undertaken into authorisation.

Any The Rugby BID Company scheme will observe theegatlaid out in the legislative
requirements.

Further information is available from the Home Gffiwebsite:-

www.homeoffice.gov.uk/ripa/ripact.htm
2" APRIL 2008 Page 14
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6.0 ACCOUNTABILITY

6.1

6.2

The Rugby BID Company and the Partners support the garttiat the community at large
should be satisfied that the Public surveillance CCTatesys are being used, managed and
controlled in a responsible and accountable mannerretdrt order to meet this objective
there will be independent assessment and scrutiny. theigesponsibility of all parties to
maintain a continuous review of it's integrity, secyriprocedural efficiency, methods of
operation and retention and release of data.

Hierarchy of Responsibilities

6.2.1

6.2.2

The Owner

The owner shall be responsible for policy, effectv@hagement and public relations
of the scheme. They shall produce a written policy bedresponsible for its

implementation. This shall be carried out in consioltatvith users of the scheme
and provide for the release of information relatingtie operation of the system.
The owner is responsible for dealing with complaintg] ansuring a fair system of
staff selection and recruitment is adopted for staff eygal in the control and

monitoring environment. The role of owner also includé statutory responsibilities

including the role of “data controller” as prescribedthy Data Protection Act 1998
Section 1 Subsection 1(1)

The Manager

The manager or designated member of staff should undeggltar reviews of the
documented procedures to ensure that the provisions @dlis are being complied
with. These should be reported back to the owner ostheme. To facilitate this,
regular minuted meetings will be held with the Supervisoga through the points
listed below:-

The manager is the person who has direct controleoEtheme and as such he/she
will have authority for the following

Staff management
Observance of the policy and procedural practices
Release of data to third parties who have legal t@hbpies
Control and security clearance of visitors
Security and storage of data
Security clearance of persons who request to view data
Release of new and destruction of old data
Liaison with police and other agencies
Maintenance of the quality of recording amonitoring equipment

The manager should retain responsibility for the implatiation of
procedures to ensure that the system operates accardimg purposes for
which it was installed and in accordance with thectbjes identified for
the system.
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6.2.3

The manager shall also ensure that on a day-to-day dhsiquipment is working
correctly and that the operators of the scheme cowiftlythe Code of Practice and
Procedural Manual. Dealing with breaches of the coddsdatiplinary measures
shall lie with the manager.

The Supervisor

The supervisor has a responsibility to ensure thall tinas the system is operated
in accordance with the policy and all procedural instomstirelating to the system,
and for bringing to the immediate attention of the rg@naany matter affecting the
operation of the system, including any breach or suspdateach of the policy,

procedural instructions, security of data or confidestiall

The supervisor should ensure that at all times operatorg out their duties in an
efficient and responsible manner, in accordance wéhdbjectives of the scheme.
This will include regular checks and audit trails to enghiet the documentation
systems in place are working effectively. These aystiaclude:

The media log

The media register

The operators log

The incident log

Witness statements

Faults and maintenance log

The security of data

Audit logs

Authorisation of visitors — to be checked & counter sighg the Supervisor

The supervisor will ensure operators comply with Heattth Safety Regulations.

6.2.4

The Operators

The operators will be responsible for complying witle tbode of practice and
procedural manual. They have a responsibility to respleet privacy of the

individual, understand and comply with the objectives & Htheme. They are
required to be proficient in the control and the usenef@GCTV camera equipment,
recording and playback facilities, media erasure, and em@nte of all logs. The
information recorded must be accurate, adequate and retevéme purpose of the
scheme. They should bring to the attention of the sigmerymmediately any

equipment defect that may occur.

6.3 Accountability

The manager/supervisor shall be accountable to the rowin¢ghe scheme and will
provide periodic progress reports on the scheme. The mé&nhgugrvisor will resolve
technical and operational matters.
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Failure of the operators to comply with the proceduresade of practice should be
dealt with by the manager/supervisor. Person(s) misukmgystem will be subject to
disciplinary or legal proceedings in accordance with thel@yers policy.
6.4  Annual Assessment
An annual assessment of the scheme will be undertakesm lindependent consultancy
appointed by the owner to evaluate the effectivenesiseo$ystem. This will include annual
reviews of the scheme’s operation, performance andkimgrpractices and, where
appropriate make recommendations for improvements. Thdtsewill be assessed against
the stated purposes of the scheme. If the scheme isch@ving its purpose modification
and other options will be considered.
The results of the assessment will be made avaithibieugh The Rugby BID Company
Offices.
It is a recommendation of the Information Commissiothat the CCTV system should be
reviewed annually to determine whether CCTV continodsetjustified.
6.5 Audit
Regular independent random audits will check the operationh®fscheme and the
compliance with the code of practice. It will consitleg following:
The level of attainment of objectives and procedures
Random audits of the data log and release of informatio
The review policy
Standard costs for the release of viewing of materia
The complaints procedure
Compliance with procedures
6.6 Complaints

A member of the public wishing to make a complaint atbbetsystem may do so through The

Rugby BID Company's complaint procedure. Copies of the @mplprocedure are available
by writing to:

The CCTV System Manager,

The Rugby BID Company Ltd

PO BOX 4481

Rugby

Cv21 9DbU

A complaints procedure has been documented. A record ofuimder of complaints or
enquiries received will be maintained together with attiree of the action taken.

When a complaint is received a written acknowledgemehbe sent within_three working
days A copy of the completed complaint form will also lemtsso the complainant can check
that the details are correct.
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An investigation will follow and a written answer Ivbe sent to the complainant within
fifteen working daystating that:-

. the investigation is complete giving details of any pregosction, or, the
investigation has not been completed giving the reastig and a date when a
full reply can be expected.

Should a complainant not be satisfied there is an appeatedure and this is detailed in the
full complaints procedure.

A report on the numbers of complaints will be collateg the systems manager or
designated member of staff in order to assess publitiorao, and opinion of, the use of
the system. The annual report will contain detailthefnumbers of complaints received, the
time taken to acknowledge and respond to complaints, thedef receiving and handling
complaints and the degree of satisfaction in handlingotzonts.

6.7 Personnel
6.7.1 Security screening

All personnel employed to control/operate or managestieme will be security
screened in accordance with British Standard 7868e of practice for screening of
personnel in a security environment.

6.7.2 Training

All operators are or will be trained to the criterequired by the private Security
Industry Act 2001 and licensed by the Security Industry Authdor Public Space
Surveillance systems

All persons employed to act as operators of the systentrained to the highest
available industry standard. Training has been completedsuitably qualified
persons and has included:

Terms of employment

The use of all appropriate equipment

The operation of the systems in place

The management of recorded material including requirenfientsandling and
storage of material needed for evidential purposes.

All relevant legal issues including Data Protection andniin Rights
Progression to nationally recognized qualifications

Recognise and understanding privacy and disclosure issues

The disciplinary policy
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6.7.3 Contractor's
There are special condition’s imposed upon contract@rsying out works on the

system. These are detailed in the Procedural Manual, digpénit should be noted
that wherever possible contractors should not have sfginy recorded data.
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7.0 CONTROL ROOM MANAGEMENT AND OPERATION

7.1 Access to Control Room

7.1.1  Access to the monitoring area will be strictlytaalled. Security of the Control Room
shall be maintained at all times.

7.1.2  Only those persons with a legitimate purposebeiermitted access to the control and
monitoring Room.

7.1.3 The Manager or in his/her absence the Depaitguthorised to determine who has
access to the monitoring area. This will normally be:

(M Operating staff

(i) The manager/Supervisor

(i)  Police officers requiring to view images, or cotiag/returning media
being considered for inteligence or evidential purpoSehese visits will
take place by prior appointment.

(v)  Engineers and cleaning staff (These people wekteive supervision
throughout their visit)

(V) Independent Inspectors appointed under this CodePrattice may
visit the control room without prior appointment.

(vi)  Organised visits by authorised persons in contt@ieeumstances

All visitors to the monitoring area, including Policeicrs, will be required to sign a
visitors log and a declaration of confidentiality.

7.2 Response to an incident
7.2.1  The Procedural Manual details:
What action should be taken
Who should respond
The time scale for response
The times at which the observation should takeepla

7.2.2 A record of all incidents will be maintained in theident log. Information will
include anything of note that may be useful for investigaor evidential purposes.

7.3  Who makes the response and the time scale

Incidents of a criminal nature will be reported to iNarwickshire Police. The response
will be made by the Police Service in accordance thiir policies.

7.4  Observation and recording of incidents
Recording will be throughout the 24 hour period in both tiged and time lapse later mode.

Wherever possible the system will be monitored 24 haway.
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In the event of an incident being identified thené e particular concentration on the scene
and the operator will activate real time recording.
7.5 A successful response
7.5.1 The criteria for measuring a successful respoase a
A good observational record of the incident
A short time scale for response to the incident
Identification of a suspect
The prevention or minimisation of injury or damage
Reduction of crime and disorder
Improving public safety
Restoration of tranquillity
7.6 Operation of the System by the Police

a) There is a monitoring facility installed at specifolice Stations. Under
certain circumstances the Police may make a requasniotely observe a
number of cameras to which this Code of Practice appk®llowing
agreement by the control room supervisor at the tiniee Police
communications supervisor will provide sufficient infotima to the
operator of the genuine need for control.

b) In the event of the police requesting use of the equipfmrem within the
CCTV control room to monitor situations, such a request only be
permitted on the request of a Superintendent or his destymkputy and
only with the permission of the System manager ordeisignated deputy.
The request should be in writing, however, in emergentisscan be a
verbal request which should then be followed by thet&rirequest as soon
as practicable. the monitoring room will continue eogtaffed and equipment
operated by, only those personnel who are authoriseld €0 and who fall
within the terms of this Code.

c) In very extreme circumstances such as arnmagident a request may be
made for the Police to take total control of the eysin its entirety, including
the staffing of the monitoring room and personal cdntfoall associated
equipment; to the exclusion of all representatives efgdystem owners. A
request for total exclusive control must be made itingriby a Police Officer
not below the rank of Superintendent (or designatedtgdep

Once the police undertake any of the above the lgecesponsible under the Data Protection
Act 1998

A radio/telephone link through to the police stationaigilable to effectively relay
information on incidents that arise.
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7.7 Automatic Number Plate recognition (ANPR)

ANPR consists of cameras linked to a computer. As mleghasses, the ANPR equipment
reads the number plate and checks it against sourcessstiehRolice National Computer
(PNC), DVLA and Customs and Excise databases. If théeupiate is matched, for
example with a stolen car, the ANPR equipment will scamdlert so that the car can be
stopped.

Once alerted, police officers may stop the vehicleeeored. Only vehicles that are
highlighted by enforcement agency databases will be stipgpeno law-abiding citizen has
anything to fear from ANPR operations.

ANPR has many other uses, including tracking and stoppingleglssociated with known
suspects. There are a number of Cameras in the ar@@edwith this technology.
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8.0 PRIVACY AND DISCLOSURES ISSUES
8.1 Privacy

Cameras should not be used to infrindke individual’s rights of privacy. The cameras
generally are sited where they will not be capablef viewing any residential properties.
If it is found there is a possibility that camerasvould intrude in private areas, privacy
zones would be programmed into the cameras wher@sgsible and/or CCTV operators
trained to recognise privacy issues.

The public address system should be moderated inlume and directed to the
The Rugby BID Company facility so asot to intrude into the space of neighbouring
properties.

8.2  Disclosure Policy
8.2.1 The following principles must be adhered to:

a) Allemployees will be aware of the restrictionsaétin this Code of
Practice in relation to access to, and disaostirecorded images
b) Images not required for the purposes of the schehmotbe retained
longer than necessary. However, on occasions it magdassary to
retain images for longer period, where a law enforcebaly is
investigating a crime to give them the opportunityiémwthe images as
part of an active investigation
¢) The Data controller will only disclose to third pastivho intend
processing the data for purposes which areatbeampatible with the
objectives of the CCTV scheme
d) Monitors displaying images from areas in whichviddials would have
an expectation of privacy will not be vieweddmyone other than
authorised employees of the user of the egmpm
e) Recorded material will only be used for the purposéined in the
objectives and policy
f) Access to recorded material will be in accordanitie policy and
procedures
g) Information will not be disclosed for commercial pasgs and
entertainment purposes
h) All access to the medium on which the imagesem@rded will be
documented
i) Access to recorded images will be restricted todlstaff who need to
have access in order to achieve the purpagafsing the equipment
) Viewing of the recoddenages should take place in a restricted area

8.2.2 Before data is viewed by a third party the manageuld be satisfied that data is:

a) The subject of a complaint or dispute that is wmaresl

b) The original data and the audit trail is mairgdithroughout

c) Not part of a current criminal investigation by Bice, or likely to be so
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8.3

8.4

8.5

8.6

8.7

d) Not part of a civil proceeding or likely to be so
e) Not removed or copied without proper authority

f) The image obtained is aimed at identifying individualsndformation relating to
an individual.

Access to recorded images

Access to recorded images will be restricted to theagemor designated member of staff

who will decide whether to allow requests for accesshivg parties in accordance with the
disclosure policy.

Viewing recorded images

Viewing of recorded images should take place in aictsd area. Other employees should not be
allowed to have access to that area when viewingirgtalace

Operators

All operators are trained in their responsibilties relation to access to privacy and
disclosure issues, in addition to being licensed esqarsly mentioned..

Removal of medium for Viewing

The removal of medium on which images are recorded,viwing purposes, wil be
documented in accordance with Data Protection priscipid the procedural manual.

Access to data by third parties

8.7.1 Access to images by third parties will only llmeed in limited and prescribed

circumstances. In the case of The Rugby BID Comp&W\Cscheme, disclosure will
be limited to the following:-

a) law enforcement agencies where the images recondedd assist in a
specific criminal enquiry

b) prosecution agencies

c) legal representatives

d) the media, where it is assessed by the Policéhgublic’s
assistance is needed in order to assist in theficktion of victim,
witness or perpetrator in relation to a criminal ienid As part of that
assessment the wishes of the victim of an incidentld be taken into
account.

e) The people whose images have been recorded anddeta
(Data Subject) unless disclosure to an individuallevprejudice the
criminal enquiries or criminal proceedings.

8.7.2 All requests for access or for disclosure willdorded. If access or disclosure is
denied, theeason should be documented.
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8.7.3 If access to or disclosure of the images is allowedjlsletill be documented.

8.7.4 Recorded images should not in normal circumstabeemade more widely available,
for example, they should not be routinely made avaitalthe media or placed on the
internet.

8.7.5 If it is intended that the images wil be madere widely available, that decision
should be made by the manager or designated membestafbfand the reason
documented.

8.7.6 The owner should not unduly obstruct a bone fide plarty investigation to verify the
existence of relevant data.

8.7.6 The owner should not destroy datd # relevant to previous or pending search
request which may become the subject of a subpoena.

8.7.7 The owner should decide which other agenciasyifshould have access to data and it
should be viewed live or recorded but a copy shouldrievenade or released.

8.8  Disclosure in the public interest

Requests to view personal data that do not fall witlenabove categories but that may be in the public
interest should be considered. Examples may incudgic health issues, community safety or
circumstances leading to the prevention or detectiamioE. Material released to a third party for the
purposes of crime prevention or detection, should be gedeby prior written agreement with the
Chief Constable.

Material may be used for bona fide training suchadisdor staff training.
8.9  Data subject access disclosure

8.9.1 All staff involved in operating the equipmentsinbe able to recognise a request for
access to recorded images by data subjects and be afvmdividual's rights under
this section of the Code of Practice.

8.9.2 Individuals whose images are recorded have ataghtw the images of themselves
and, unless they agree otherwise, to be provided veitipy of the images. This
must be provided within 40 calendar days of receivingjaas.

8.9.3 Data subjects requesting access will be prdwidth a standard subject access request
form (Appendix ‘A’) and accompanied leaflet (Appent’) describing the types of
images recorded and retained and the purposes dodirezand retention.

8.9.4 Subject access rights are governed by Sectibth@ Data Protection Act 1998 and
include the following provisions:

a) afee is paid for each search
c) aperson gives sufficient and accurate informatimut a date, time and place
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8.9.5

8.9.6

8.9.7

8.9.8

8.9.9

d) information required as to the identification of pleeson making the request.
e) the Data Controller only shows information relevanh&search

If a copy is requested, it will be necessaigscertain whether the images obtained are
aimed at learning about the Data Subjects activitiehisl is not the case and there
as been no captured images of identifiable individualsnformation relating to
individuals then this may not fall within the Data fmaion Act 1998 and access
may be denied. Any refusal should be documented

If on the other hand images have been obtante@&TV used to focus on the
activities of particular people either by directing ceaseat an individual's activities,
looking out for particular individuals or examining recor@@TV images to find
things out about the people in them such as identifyecrgranal or a witness or
assessing how an employee is performing. These adiwitll still be covered by
the DPA and reference should be made to Section 8.2h2sd¢ Codes of Practice
prior to the release of such data.

If images of third parties are also shown withitieges of the person who has made
the access request, consideration will be given asather there is a need to
obscure the images of third parties. If providing theseges would involve an
unfair intrusion into the privacy of the third party,@ause unwarranted harm or
distress, then they should be obscured. In many casages can be disclosed as
there will not be such intrusion.

The subject access request will be dealtprimptly and in any case within 40 days
of receipt of the request or within 40 days of rengall the information required

All subject access requests should be dealtyithe manager or designated member
of staff.

8.9.10 A search request should provide sufficientimétion to locate the data requested (e.qg.

within 30 minutes for a given date and place). nsufficient information is provided a
data controller may refuse a request until suffigiformation is provided.

8.9.11 Under certain circumstances (Section 29 dD#te Protection Act 1998) the manager

or designated member of staff can debigliea subject access request is not to be
complied with. In such cases the refudbbe documented.

8.10 Provision of data to the individual

The owner/manager having verified the validity oéquest should provide requested material to the
individual. Where a decision has been made that garties should not be identifiable, then
arrangements will be made to disguise or blur the imaggsdstion. It may be necessary to
contract this work out to another organisation. Wiisiseoccurs there will be a written contract
with the processor which specifies exactly how thi@rmation is to be used and the provision of
explicit security guarantees. The procedure outlinetchénRugby BID Company’'s Procedural
Manual will be followed.
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If the individual agrees it may be possible to prowdbject access by viewing only. If this is
the case:

Viewing should take place in a controlled environment
Material not relevant to the request should be ndbskedited out

8.11 Otherrights

8.11.1 All staff involved in operating the equipmenisinbe able to recognise a request from
an individual to prevent processing likely to causestantial and unwarranted damage
to that individual.

8.11.2 In relation to a request to prevent processkgly lito cause substantial and
unwarranted damage, the manager or designated mehistaffs response should
indicate whether he or she will comply with the resjue not.

8.11.3 The member or designated member of staff nosidp a written response to the
individual within 21 days of receiving the requestting out their decision on the
request.

8.11.4 If the manager or designated member of staifiele¢hat the request wil not be
complied with, they must set out their reasons imelponse to the individual.

8.11.5 A copy of the request and response will banesta
8.12 Media Disclosure

Disclosure of images from the CCTV system must berotetl and consistent with the
purpose for which the system was established. For egaihfiie system is established to help
prevent and detect crime it will be appropriate to digclomges to law enforcement agencies
where a crime needs to be investigated, but it wouldb@@ppropriate to disclose images of
identifiable individuals to the media for entertainmpuatposes or place them on the internet.
Images can be released to the media for identificatimposes; this will not generally be

done by anyone other than a law enforcement agency.
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9.0 RECORDED MATERIAL MANAGEMENT

9.1

9.2

9.3

Retention of Images

Images, which are not required for the purpose(s)dr which the equipment is being used
will not be retained for longer than is necessaryAs mentioned previously, on occasions
images may need to be retained for longer periods @ requirement of an investigation
into crime. While images are retained access to arsgcurity of the images will be
controlled in accordance with the requirements oftte Data Protection Act.

9.1.1 Recorded material should be of high quality.otder for recorded material to be
admissible in evidence total integrity and continoityst be maintained at all times.

9.1.2 Security measures will be taken to preventthnased access to, alteration, disclosure,
destruction, accidental loss or destruction of recordstdmal.

9.1.3 Recorded material will not be released to orgamsaoutside the ownership of the
system other than for training purposes or underuitkelnes referred to previously.

9.1.4 Images retained for evidential purposes wilkdtained in a secure place where access
is controlled.

Quality and Maintenance

In order to ensure that clear images are recorded &tmes the equipment for making

recordings and any associated security equipmenidingl help points and public address
systems will be maintained in good working order wegular servicing in accordance with
the manufacturer’s instructions. In the event ofafunction the equipment will be repaired
within specific time scales which will be scheduledthin the maintenance agreement. All
documentation relating to the equipment and its segviand malfunction is retained in the
control room and will be available for inspection andtaud

Digital Recordings

In a digital CCTV system, the register should showiteef the recorded media at all
stages whilst in the owner’s possession. Such a regmstgalso show itself to be useful in
enabling evaluation of the CCTV scheme.

The register should include the following:

1) unigue equipment reference number(s);

2) time/date/person removing medium from secure storagesér

3) time/date/person returning medium to secure storageustter

4) remarks column to cover additional points (e.g., edasafoy/handed over to law
enforcement agencies/removed from recording mag¢hine
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5) time and date of delivery to the law enforcement eigenidentifying the law

enforcement agency officer concerned,;
6) in the event of a non-automated system of erasuttataf the time/date/person

responsible for erasure and/or destruction.
7) Details of all reviews of images, ilihg persons present and results

9.4  Making Recordings
Details of the recording procedures are given in thedeéiwal Manual.

Recording mediums containing original incidents should eateblayed, unless absolutely
essential to avoid any accident, damage or erasurecdfded images need to be reviewed
the reasons and details of those present will be loguetha medium returned to secure

storage, if appropriate.

9.5 Video Prints

Video prints will only be made when absolutely necgssdideo Prints requested by police
must be on written authority of an officer of thekant Inspector or above. All video prints
will remain the property of the scheme owner and thastehanded to the police will be
retained in a secure cabinet until destruction is awgédri The taking of video prints will be
recorded in a register to be retained in the contiaixo
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10.0 DOCUMENTATION

10.1 Log books must be sequential in order that pages or ectme®t be removed and
full and accurate records kept.

10.2 Logs

An accurate log of operator working times will be mamned.
Each operator will maintain a log of any event orwoence including:

a) help point activity
b) public address use

10.3 Administrative documents
The following shall be maintained:

video/digital tracking register

occurrence/incident Book

visitors register

maintenance of equipment, whether routine or breakdown
staff signing on and off duty

video print log

list of installed equipment
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Appendix 'A’
Subject Data Access Form

How to Apply For Access To Information Held On the CAV System

These note explain how you can find out what informafioany, is held about you on the CCTV System.

Your Rights

Subject to certain exemptions, you have a right to ldentbether any personal data is held about you. Yourage a
right to a copy of the information in a permanent faxeept where the supply of such a copy is not possibewd
involve disproportionate effort, or data does not fathim the Data Protection Act 1998 or if you agree otlisgw The
Rugby BID Company will only give that information ifig satisfied as to your identity. If release of itfermation
will disclose information relating to another individ(sg)| who can be identified from that information, TRegby BID
Company is not obliged to comply with an access requésssin

* The other individual has consented to the disclosunefafration, or
» It is reasonable in all the circumstances to compith the request without the consent of the other
individual(s)

The Rugby BID Company CCTV System Rights
The Rugby BID Company may deny access to informatioeravtihe Act allows or does not apply. The main
exemptions in relation to information held on the CCIystem are where the information may be held for:

* Prevention and detection of crime
» Apprehension and prosecution of offenders
*  Where the Data protection Act 1998 does not apply (Whetraisex to capture identifiable individuals or
information relating to individuals)
And giving you the information may be likely to prejudiceyaf these purposes.

Fee
A fee of £10 is payable for each access request, whichbmaus pounds sterling. Cheques, Postal Orders, etaldsho
be made payable to The Rugby BID Company.

THE APPLICATION FORM: (N.B. ALL sections of the for m must be completed. Failure to do so may delay
your application.)

Section 1 Asks you to give information about yourself that willfnus confirm your identity. We have a duty to
ensure that informatibholds is ensure and it must be satisfied that yowhreyou say you are.

Section 2 Asks you to provide evidence of your identity by producing T@f@ial documents (which between
them clearly show yoame, date of birth and current address) together witbemnt full
photograph of you.

Section 3 The declaration must be signed by you.

When you have completed and checked this form, take oesd it together with the required TWO identification
documents, photograph and fee to:

The CCTV System Manager,

The Rugby BID Company Ltd

PO BOX 4481

Rugby

Cv21 9DbuU
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SECTION 1 About Yourself
The information requested below is to help us (a) satsstlf as to your identity and (b) find any data héddwt you.
PLEASE USE BLOCK CAPITAL LETTERS

Post Code

Tel. No.

If you have lived at the above address for less than 10 years, please give your previous addresses
for the period:

From: To:

From: To:
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SECTION 2 Proof of Identity

To help establish your identity your application must be accompanied by TWO official
documents that between them clearly show your name, date of birth and current address.

For example: a birth/adoption certificate, driving license, medical card, passport or other
official document that shows your name and address.

Also a recent, full face photograph of yourself.

Failure to provide this proof of identity may delay your application.

SECTION 3 Supply of Information

You have a right, subject to certain exceptions, to receive a copy of the information in a
permanent form. Do you wish to:

(&) View the information and receive a permanent copy YES/NO
(b) Only view the information YES / NO
SECTION 4 Declaration

DECLARATION (to be signed by the applicant)

The information that | have supplied in this application is correct and | am the person to
whom it relates.

Signed by Date

Warning — a person who impersonates or attempts to impersonate another may be
guilty of an offence.

NOW - please complete Section 4 and then check the ‘CHECK’ box (on page 5)
before returning the form.
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SECTION 5 To Help us Find the Information

If the information you have requested refers to a specific offence or incident, please
complete this Section.

Please complete a separate box in respect of different categories/incidents/involvement.
Continue on a separate sheet, in the same way, if necessary.

If the information you require relates to a vehicle, property, or other type of information,
please complete the relevant section overleaf.

|
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Before returning this form e Have you completed ALL Sections in this form?
Please check: e Have you enclosed TWO identification
documents?

» Have you signed and dated the form?

» Have you enclosed the £10.00 (ten pound) fee?

Further Information:

These notes are only a guide. The law is set out in the Data Protection Act, 1998,
obtainable from The Stationery Office. Further information and advice may be obtained
from:

The Office of the Information Commissioner,

Wycliffe House,

Water Lane,

Wilmslow,

Cheshire,

SK9 5AF.

Tel. (01625) 545745

Please note that this application for access to information must be made direct to
The Rugby BID Company (address on Page 1) and NOT to the Information
Commissioner.

OFFICIAL USE ONLY

Please complete ALL of this Section (refer to ‘CHEC K’ box above).

Application checked and legible? [ | Date Application Received

Identification documents checked? |:| Fee Paid
Details of 2 Documents (see page 3) Method of Payment
Receipt No.

Documents Returned?

Member of Staff completing this Section:
Name Location

Signature Date
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Appendix ‘B’

CCTV SCHEME LEAFLET
The Data Protection Act 1998

CCTV IN OPERATION

This brochure contains advice and information regarding daa recorded by the CCTV system and gaining access
to that data.
The CCTV System Manager,

The Rugby BID Company Ltd
PO BOX 4481

Rugby

Cv21 9DU
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Appendix 'C'

THE PURPOSES FOR WHICH IMAGES ARE RECORDED

Full details of the principles and criteria under whicis 8ystem operates may be found in the CCTV code cofiPea
The aims and key objectives of the system are:

The following purposes have been established for the igleyMBID Company CCTV and associated systems:

(@)
(b)
(©

(d)
€)

(f)
@)
(i)
0)

reducing the fear of crime
deterring and preventing crime

assisting in the maintenance of public order anatieg offences involving
vandalism and nuisance

encouraging the use of the facilities offered g Rugby BID Company

providing high quality evidence which may assist indettection of
crime and the apprehension and prosecution of offenders

protecting property
providing assistance with civil claims

providing assistance with issues relating to putdiety and health

providing assistance and reassurance to the pol#imergency situations

THE RUGBY BID COMPANY LTD

CCTV SCHEME

CODE OF PRACTICE

Copies of the Code of Practice are available free of charge on application to the
CCTV System Manager.
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RECORDED IMAGES

The CCTV system operates 24 hours per day, every day of the year. All cameras
are continuously recorded in a multiplex time lapse mode. Additional recordings
may be made of individual camera pictures in either 12 hour or 3 hour (real time)
mode.

All recordings are retained for a minimum of 31 days. If no legitimate requests for
retention of the recording has been made it is then erased. All requests for
retention of recordings are considered against the provisions of the Data Protection
Act, Human Rights Act and the Code of Practice.

The storage, processing and use of the recorded data obtained by the CCTV
system is guided by the following general principles.

Recorded data will only be used for the purposes defined in the Code of Practice
and in accordance with the provisions of the Data Protection Act and Human Rights
Act.

Access to recorded data shall only take place in the circumstances defined in the
Code of Practice and the provisions of the relevant legislation.

Recorded data will not be sold or used for commercial purposes or the provision of
entertainment.

The showing of recorded data to the public will only be permitted in accordance with
the law in relation to the investigation, prosecution or prevention of crime.

Data released shall remain the property of The Rugby BID Company.
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DISCLOSURE POLICY

Disclosure of data obtained by the CCTV System will only be committed in
accordance with the relevant legislation and the criteria contained within the Code
of Practice.

In every case a written application in an approved format, clearly showing the
reasons for the request is required.

The code lists third parties from who requests to view data will be regarded as
‘primary requests’ and sets out circumstances in which such applications may be
made.

Third parties include:

The Police; Fire Service; H.M. Customs & Excise; The Rugby BID Company
(Specific Officers); Other statutory prosecuting bodies (e.g. Trading Standards,
Ministry of Defence Police; British Transport Police; etc); solicitors;
plaintiffs/defendants and persons exercising their rights of subject access under the
Data Protection Act 1998.

SUBJECT ACCESS

If you wish to exercise your rights of subject access as provided for in section 7 of
the Data Protection Act 1998 you will be required to make the request in writing on
a standard subject access request form.

All requests for subject access will be dealt with by the CCTV Manager or a
nominated deputy. A written response to the request will be provided within 40 days
of receipt, either setting out the steps intended to take to comply with the request or
setting out the reason for refusing the request.

A fee, not exceeding the prescribed maximum, may be levied.
The Data Protection Commissioner has published a Code of Practice for Users of

public area CCTV Systems. A copy of this code may be obtained on application to
the Data Protection Commissioner.
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